Implementing honeypots to fight spammers / Mohd Saiful Abd Talib by Abd Talib, Mohd Saiful
IMPLEMENTING HONEYPOTS TO FIGHT SPAMMERS 
MOHD SAIFUL B ABD TALIB 
2003284836 
BACHERLOR OF SCIENCE (Hons) IN DATA COMMUNICATION 
AND NETWORKING 
CS225 
FACULTY OF INFORMATION TECHNOLOGY AND 
QUANTITATIVE SCIENCE 
MARA UNIVERSITY OF TECHNOLOGY 
APRIL 2005 
CERTIFICATION OF ORIGINALITY 
This is to certify that I am work responsible for the work submitted in this project that 
the original work is my own except a specified in references and acknowledgement and 
that the original work contained herein have not been taken or done by unspecified 
sources or person. 
....ML 
(MOHD SAIFUL B ABD TALIB) 
u 
ACKNOWLEDGEMENT 
First and foremost, I would like to express our gratitude to Almighty God as for 
His Omnipotence and Merciful for giving me chances, together with spirits and strength 
towards the completion of this project. I want to take this opportunity to acknowledge 
individuall who had made their contribution in preparing and writing this report. 
My sincere gratitude goes to my supervisor Mrs. Radziah binti AH for her 
support, cooperation and guidance throughout the whole process in completion of this 
project and also my examiner Mrs. Nor Azimah binti Khalid. 
A special thanks goes to my beloved family, especially my parents for the 
encouragement love during my study. 
Last but not least, thanks to all my friends who helped me along the way. Also to 
all the people who had assisted me directly and indirectly in completing this thesis. 
Thanks you for all your help and contributions. 
iii 
ABSTRACT 
Spam can be considered as unwanted email. Those emails usually contain 
advertisements that can found in postal mailboxes. Although spam generally not 
considered as real cyber attack, it may be difficult to differentiate between virus-
contaminated emails. Moreover, spammers slow the servers that receiving legitimate 
emails and may cause availability problems. Typical solutions against this problem may 
be to filter emails received by using content analysis or blacklists. Hence this project 
discusses the usefulness of using homemade honeypots to fight spammers. Sendmail is 
used in this project as a decoy to fool spammers. This paper will explain how typical 
spammers work, as well as how honeypots could be used to detect spammers, slow 
spammers, and stop spammers from such activities. 
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